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Wireless Security Perspectives 

A Technical Bulletin on Authentication, Voice & Data 
Encryption and other Wireless Security Issues 
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August 2000 Articles 

1. EPE: A Network View. 

TDMA Enhanced Privacy and Encryption (EPE) was designed to enhance a subscriber's privacy 
in two ways: Signaling Message Encryption (SME) and voice/user data privacy. Signaling 
message encryption prevents subscriber sensitive information, (e.g., calling party number), from 
being transmitted in the clear over the air. Voice and user data privacy prevents an intruder from 
eavesdropping on a subscriber's conversation on the air interface between the mobile station and 
base station. Currently, the wireless industry is using the Cellular Message Encryption Algorithm 
(CMEA) and Voice Privacy Mask (VPM) key generation procedure to protect a subscriber's 
privacy. Since these keys are static, TR45 AHAG has proposed using the new EPE to provide 
dynamic session keys, Digital Control Channel (DCCH) and Digital Traffic Channel (DTC) keys, 
for every TDMA burst. EPE is targeted for mobile stations and wireless network that support at 
least TIA/EIA-136B. 
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